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Launch of Cloud Security Companion 
Guides to Support Cyber Essentials and 
Cyber Trust  

 
 

On 17 October 2023, the Cyber Security Agency of Singapore ("CSA") and the Cloud Security Alliance 

launched two Cloud Security Companion Guides to support Cyber Essentials and Cyber Trust for 

organisations ("Companion Guides"). Cyber Essentials and Cyber Trust are national cybersecurity 

standards developed by CSA. The Companion Guides provide advisories for cloud customers, including 

small-medium enterprises ("SMEs"), to better understand their cloud-specific risks and responsibilities. 

The Companion Guides also cover the required steps for organisations to take to secure the cloud 

environment, such as training employees on their roles in cloud security and how they can operate 

securely in the cloud. 

 

Enterprise cloud adoption has risen significantly over recent years. When organisations use the cloud, 

a common area of confusion is the division of responsibility between the organisation as cloud users, 

and that of their cloud providers. The companion guide for Cyber Essentials, targeted at SMEs, adopts 

a shared responsibility model to help organisations understand what they and their providers each need 

to take responsibility of to secure the cloud environment. 

 

Targeted at larger or more digitalised organisations, the companion guide for Cyber Trust maps each 

cybersecurity preparedness domain in the Cyber Trust mark, such as cyber governance and oversight 

and cyber education, to the framework published by the Cloud Security Alliance. This mapping serves 

as a helpful and convenient reference for organisations, making it easier for organisations to implement 

the measures necessary to attain the Cyber Trust mark. 

 

The Companion Guides were developed in close partnership with major cloud service providers in 

Singapore, namely Amazon Web Services, Google Cloud and Microsoft, which provided insights based 

on their experience with their customers, contributed relevant findings and statistics, and validated the 

Companion Guides' contents. They have also developed provider-specific guides, accessible via the 

CSA website, that are organised based on the measures listed in the Cyber Essentials and Cyber Trust 

marks. 

 

https://www.linkedin.com/company/rajah-&-tann
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Click on the following links for more information (available on the CSA website at www.csa.gov.sg): 

 

• CSA Press Release titled "Launch of Cloud Security Companion Guides for Organisations" 

• Cloud Security Companion Guide for Cyber Essentials 

• Annex A – CSA Cyber Essentials Infographics  

• Cloud Security Companion Guide for Cyber Trust 

• Annex B – CSA Cyber Trust Infographics 

 

 

 

http://www.csa.gov.sg/
https://www.csa.gov.sg/News-Events/Press-Releases/2023/launch-of-cloud-security-companion-guides-for-organisations
https://www.csa.gov.sg/docs/default-source/our-programmes/support-for-enterprises/sg-cyber-safe-programme/cloud-security/cloud-security-companion-guide-cyber-essentials.pdf?sfvrsn=b7876bd9_1
https://www.csa.gov.sg/docs/default-source/press-release/2023/annex-a---csa-cyber-essentials-infographics.pdf?sfvrsn=41e0428e_1
https://www.csa.gov.sg/docs/default-source/our-programmes/support-for-enterprises/sg-cyber-safe-programme/cloud-security/cloud-security-companion-guide-cyber-trust.pdf?sfvrsn=f615693f_1
https://www.csa.gov.sg/docs/default-source/press-release/2023/annex-b---csa-cyber-trust-infographics.pdf?sfvrsn=5d555b27_1
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Rajesh Sreenivasan  
Head, Technology, Media & 
Telecommunications 
 
T +65 6232 0751 
 
rajesh@rajahtann.com  
 

 
 

Steve Tan  
Deputy Head, Technology, 
Media & Telecommunications 
 
T +65 6232 0786 
 
steve.tan@rajahtann.com 
 
 

   

     

 
 

Benjamin Cheong  
Deputy Head, Technology, Media 
& Telecommunications 
 
T +65 6232 0738 
 
benjamin.cheong@rajahtann.com 
 

   
 
 
 
 
 
 
 
 

 

Click here for our Partners in Technology, Media & Telecommunications. 

Please feel free to also contact Knowledge Management at eOASIS@rajahtann.com 

mailto:rajesh@rajahtann.com
mailto:steve.tan@rajahtann.com
mailto:benjamin.cheong@rajahtann.com
https://sg.rajahtannasia.com/our-work/practices/technology-media-telecommunications
mailto:eOASIS@rajahtann.com
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Regional Contacts 
 
 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

   

Rajah & Tann Myanmar Company Limited 

T  +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

   

 
Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

 

 
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 8894 0377 to 79 / +632 8894 4931 to 32   

F  +632 8552 1977 to 78 

www.cagatlaw.com 

   

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

    

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

sg.rajahtannasia.com 

 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

   

 

Rajah & Tann (Laos) Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

  
Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com 

   

Rajah & Tann Asia is a network of legal practices based in Asia. 

 

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a 

member firm are governed by the terms of engagement between the member firm and the client. 

 

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally 

binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage 

which may result from accessing or relying on this update. 
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Regional Presence 

 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, 
Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South 
Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge Management 
at eOASIS@rajahtann.com. 


