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MAS Circular Sets out Additional 
Guidance to FIs on Measures to Detect 
and Manage Sanctions-related Risks 

 

On 31 August 2023, the Monetary Authority of Singapore ("MAS") issued the "Circular on ensuring 

effective detection of sanctions-related risks" ("Circular"). The Circular applies to financial institutions 

in Singapore, including banks, trust businesses, capital markets service providers, financial advisers, 

payment service providers, insurance companies and brokers (collectively referred to as "FIs"). 

The Circular sets out additional guidance on measures that should be implemented by FIs to better 

detect and manage sanctions-related risks. These include the following.  

(a) Establishing governance process for FIs' Board and Senior Management ("BSM") to 

exercise oversight of sanctions-related risks relating to FIs' business 

The Circular provides that a sound governance process for the BSM of an FI to exercise oversight 
of sanctions-related risks should include: 

 

• BSM setting a clear risk appetite in relation to the FI's sanctions-related risks. Indirect 

exposure to sanctioned persons, activities or jurisdictions should be addressed.  

• BSM setting clear roles and responsibilities within the FI with regard to detecting, 

monitoring and managing sanctions-related risks.  

• Establishing risk metrics to help BSM monitor and manage the FI's exposure to significant 

sanctions-related risks on an ongoing basis.  

• Defining an escalation process for the first and second line functions to expediently surface 

material sanctions-related risk events to the BSM. Material sanctions-related risk events 

refer to, among other things, the imposition of new sanctions on a jurisdiction that the FI 

operates in.  

 

(b) Strengthening FIs' capabilities to detect sanctions-related risks  

The Circular discusses some best practices that have been adopted by some FIs to enhance their 
capabilities to detect sanctions-related risks and recommend them for adoption by other FIs. They 
include: 

 

• Using data analytics (DA) to detect sanctions-related risks, in addition to traditional name 

and transaction screening controls. This includes the use of network link analysis to identify 
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additional customers with relational or transactional links to sanctioned persons, and 

potential sanctions evasion activities. 

• Instituting retrospective reviews of wire transfer transactions to proactively identify existing 

customers who previously transacted with sanctioned persons for closer review ("lookback 

mechanism"). A FI should take a risk-based approach in implementing a lookback 

mechanism, considering the materiality and impact of different sanctions on its business 

operations, as well as reputational, legal and operational risks. The Circular sets out the 

baseline parameters that an FI should establish for the lookback mechanism to ensure that 

it is effective. 

 

MAS reminds FIs to review their anti-money laundering and countering the financing of terrorism 

("AML/CFT") frameworks and controls for any gaps with reference to the additional guidance in the 

Circular. FIs are expected to take steps to enhance their AML/CFT controls to address such gaps, if 

identified. 

Click on the following link for more information: 

• MAS Circular on ensuring effective detection of sanctions-related risks (available on the MAS 

website at www.mas.gov.sg) 

 

 

 

 

  

https://www.mas.gov.sg/regulation/circulars/circular-on-ensuring-effective-detection-of-sanctions-related-risks
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Rajah & Tann Asia is a network of legal practices based in Asia. 

 

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a 

member firm are governed by the terms of engagement between the member firm and the client. 

 

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether 

legally binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or 

damage which may result from accessing or relying on this update. 
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Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, 
Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South 
Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge Management 
at eOASIS@rajahtann.com. 


