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OJK Sets New Cyber Security Best
Practices for the Banking Industry

Last year, the Financial Services Authority ("OJK") issued OJK Regulation No. 11/POJK.03/2022 on the
Implementation of Information Technology by Commercial Banks. This regulation was part of the
revolution by OJK of regulations on data, technology, risk management, collaboration, and institutional
setting, all of which is designed to boost the acceleration of Indonesia’s digital banking transformation.
To follow up the regulation, OJK issued OJK Circular Letter No. 29/SEQJK.03/2022 on Cyber Security
and Resilience for Commercial Banks ("Circular") as one of the implementing regulations to safeguard
this digital banking transformation.

In the Circular, the OJK puts the onus on commercial banks (which include conventional and shariah
banks) ("banks") to identify their cyber security risk by going through a series of assessments and
processes on an annual basis. Once banks completed the self-assessment, they must report their self-
assessed rating to OJK. In addition, banks must also report any cyber incident to OJK and set up a new
cyber security structure.

The cyber security assessment is proceeded by assessment of the inherent risk (existing factors) and
cyber security maturity (controls that are already in place) as outlined below:
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We take a closer look at the above aspects below.

Assessment of Cyber Security Risk Level

A bank must keep track of its cyber security position. To do so, it must assess its cyber security risk
level annually. The risk level is divided into five: 1 (low), 2 (low to moderate), 3 (moderate), 4 (moderate
to high), and 5 (high).

As mentioned above, the responsibility to assess the cyber security risk level lies with the banks. In
doing so, the Circular sets out the assessments that must be carried out:

1. Inherent risk assessment
First, a bank must determine its inherent risk level based on the following indicators:

a. technology, e.g., how connected and accessible its IT system is and the engagement
of IT service providers;

b. banking products, e.g., its ATM mechanisms and whether it has any digital banking
services;

c. itsorganisation’s characteristics, e.qg., turnover rate, privilege access management; and

d. its cyber incidents track record, e.g., frequency and impact of the cyber incidents.
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The bank’s response to the above indicators (from a level of 1 to 5 as detailed above) will
determine its inherent risk level. The Circular also provides banks with a template that they can
use when they are conducting this assessment, and banks can also include any other
parameters or indicators that are relevant to their business.
2. Maturity level assessment
The second assessment is the maturity level assessment to determine the current level of the
bank’s cyber security, i.e., controls that are already in place. There are four risk management
aspects and four resilience process aspects to evaluate, as detailed below:
a. Risk management aspects, which comprised of:
(i) cyber security risk governance;
(i) cyber security risk framework;
(iii) cyber security risk processes resources and information systems; and
(iv) cyber security risk control systems.
b. Resilience processes, which comprised of:
(i) asset, threat, and vulnerability identification;
(i) asset protection;
(iif) cyber incident detection; and

(iv) cyber incidents response and recovery.

Like the first assessment on inherent risk, the bank must assign a level of 1 to 5 to each of the
risk management and resilience process parameters or indicators.

3. Cyber security risk assessment

The last step is the cyber security risk assessment, which is derived from the results of the
inherent risk assessment and the maturity level assessment. Again, this assessment will result
in a level of 1 to 5.

The result of each of the above assessments must be submitted to the OJK as part of the “Report on
the Current Condition of the Bank's IT System Implementation”, and submitted within 15 business days
from the end of the report year. Considering that the Circular was only issued in late 2022, the deadline
for the first report following the Circular's issuance (i.e., the report for 2022) has been extended to the
end of June 2023.
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Upon submission of the report, OJK will review the reported self-assessed risk level. If they find any
discrepancies between the bank’s actual condition and the stated risk level, OJK can make the
necessary adjustments. The resulting risk level will affect the bank’s overall soundness level. If a bank's
soundness level is low, the OJK will require the bank to prepare and conduct specific action plans to
address any relevant issues.

Cyber Security Testing

The second requirement under the Circular is for banks to conduct cyber security testing on a regular
basis. The Circular does not specify the number of tests that must be performed.

Cyber security testing consists of:
1. Vulnerability analysis

The bank must conduct a vulnerability analysis to identify the weak points in its IT system, by
way of:

a. identifying the system’s vulnerabilities; and
b. conducting penetration tests.
2. Scenario-based testing

A scenario-based testing is conducted to validate the countermeasures and any prescribed
corrective action for a potential cyber incident. It includes:

a. atable-top exercise;

b. acyber range exercise;

c. asocial engineering exercise; and

d. an adversarial attack simulation exercise.
3. Other proactive measures

The bank can also implement proactive measures to compose a realistic testing scenario (e.g.,
by way of a thorough threat hunting).

The result of the cyber security testing must be included in the “Report on the Current Condition of the
Bank's IT System Implementation” and submitted to OJK.
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Cyber Security Unit

The third requirement in the Circular is for banks to have an independent cyber security unit or function
to manage their cyber security and resilience, in particular to:

1. implement the cyber resilience processes;

2. conduct the cyber risk assessment, inherent risk assessment, and maturity level assessment;
3. conduct the cyber security testing; and

4. coordinate the cyber incident response team.

The cyber security unit/function must be independent from the bank’s IT management unit/function.

Cyber Incident Report

The fourth and last requirement in the Circular is for banks to report any cyber incident to OJK. A cyber
incident is a cyber threat in the form of an attempt, activity, and/or action that results in the failure of an
electronic system. The Circular lists malware, web defacement, denial of services (DOS), and distributed
denial of services (DDOS) as examples of cyber incidents.

There are two types of report that a bank must carry out if a cyber incident occurs. First, the bank must
submit an initial notification report setting out the basic information of the incident to OJK within 24 hours
of the bank being aware of the incident. Then, within five days of the incident, the bank must submit a
cyber incident report to OJK, which details the incident. Both reports must be submitted electronically
and by following the format set out in the Circular.

The Circular further provides that if any other government authority requires a cyber incident report to
be submitted earlier than the deadline under the Circular, a bank must comply with this requirement and
submit the report to OJK at the same time as the submission of the report to the authority, i.e., earlier
than the deadline under the Circular. However, if the deadline sets by the other authority is later than
the Circular’s, the bank must follow the deadline under the Circular.

Key Takeaways

As cyber-attacks and events of data breach continues to increase in line with technological
advancement in many sectors including banking, companies must prioritise and manage their cyber
security efforts now more than ever. With the issuance of this Circular, banks are certainly leading the
market and the Circular could be the model to follow for other sectors or industries in improving their
cyber security efforts.

Not surprisingly, there was a mixed reaction in the market when the Circular was announced. Most
market players see the requirements under the Circular as reasonable in the context of risk management
measures (which may include IT management issues). However, other requirements under the Circular
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may prove to be more difficult to implement, for example the requirements pertaining to the human
resources for the cyber security unit.

In addition to the efforts by the banks themselves, it is crucial that the customers know of the risks and
are taking part to prevent possible cyber security threats. As seen above, the Circular does not address
these matters and is, instead, more focused on the measures that are under control of the banks. Other
aspects that may impact the success of OJK’s initiative with the Circular is whether non-bank financial
services and other industries will apply similar standards.
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether
legally binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or
damage which may result from accessing or relying on this update.
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Based in Indonesia, and consistently gaining recognition from independent observers, Assegaf Hamzah & Partners has established itself as a major
force locally and regionally and is ranked as a top-tier firm in many practice areas. Founded in 2001, it has a reputation for providing advice of the
highest quality to a wide variety of blue-chip corporate clients, high net worth individuals, and government institutions.

Assegaf Hamzah & Partners is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar,
the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.

The contents of this Update are owned by Assegaf Hamzah & Partners and subject to copyright protection under the laws of Indonesia and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Assegaf Hamzah & Partners.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Assegaf Hamzah & Partners.
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