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Full Singapore SMS Sender ID Registry
Requirement in Force from 31 January
2023

A common method employed by scammers is to masquerade their SMS sent to Singapore mobile users
using the same alphanumeric sender identification ("Sender ID") used by genuine businesses and
organisations, so as to deceive victims into divulging sensitive information. To combat this, in March
2022, IMDA established the Singapore SMS Sender ID Registry ("SSIR"), which is a central body for
the registration of Sender IDs to be used in Singapore. SMS that attempts to spoof the registered Sender
IDs will be blocked upfront, thus reducing the risk of scams.

While the SSIR was previously a voluntary system, from 31 January 2023 all organisations that send
SMS using alphanumeric Sender IDs are required to register with the SSIR. This follows a public
consultation on the proposed full SSIR regime issued in August 2022. The implementation of this full
SMS sender ID registration requirement is to better protect consumers against non-registered SMS that
may be scams.

The key features of the full SSIR regime are as follows:

@ Transition measure. Some organisations may need more time to prepare and register. As a
transition measure, all non-registered SMS Sender IDs from 31 January 2023 will be channelled
to a Sender ID with the header "LikelySCAM". This functions similarly to a "spam filter and spam
bin" and will be in place for around six months.

(b) Application. The full SSIR regime will only apply to SMS with alphanumeric Sender IDs (i.e.,
SMS labels with alphabets or a combination of alphabets and numbers typically sent through
applications, including five-digit numeric short codes starting with '7").

(©) Registration. Organisations that use SMS Sender IDs must register with the SSIR using their
local unique entity number (UEN) as issued by relevant government agencies.

(d) Selection of SMS Aggregators. Organisations sending SMS with Sender IDs will need to
choose SMS Aggregators (SMS service providers) who are licensed by IMDA and registered
with the SSIR to handle these SMS to be sent to Singapore mobile users.

(e) Assignment priority. The SSIR will assign Sender IDs on a first-come-first-served basis, and

may clarify with registrants if they have a trademark or other legitimate claim to the Sender ID.
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All organisations that use alphanumeric Sender IDs are advised to register early with the SSIR.

Please see our earlier Legal Update on this topic here.

Click on the following links for more information (available on the IMDA website at www.imda.gov.sg):

e Press Release titled "Enhanced measures against scam SMS"
e Factsheet on Full SMS Sender ID Registry Regime
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https://eoasis.rajahtann.com/eoasis/lu/pdf/2022-08_IMDA_Proposes_Enhanced_Measures.pdf
https://www.imda.gov.sg/Business
https://www.imda.gov.sg/Content-and-News/Press-Releases-and-Speeches/Press-Releases/2023/Enhanced-measures-against-scam-SMS
https://www.imda.gov.sg/-/media/Imda/Images/Content/News-and-Events/Press-releases/Enhanced-measures-against-scam-SMS/Factsheet-on-Full-SMS-Sender-ID-Registry-Regime.pdf
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage

which may result from accessing or relying on this update.
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Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia,

Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South
Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your

specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge Management
at eOASIS@rajahtann.com.
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